HAP Geolocation Tracking Policy
1. Purpose

The objective of this policy is to delineate the framework governing the
deployment and administration of geolocation tracking technologies within
HAP. The corporation employs such tracking modalities to augment
operational efficacy, fortify occupational safety, enforce regulatory
compliance, and streamline logistical workflows. This policy establishes the
legal and procedural parameters concerning the acquisition, utilization, and
governance of geolocation data within the corporate ecosystem.

2. Scope

This policy is binding upon all personnel engaged under HAP’s employment,
inclusive of permanent, probationary, contractual, and contingent workforce
members. Additionally, any third-party entities or contractors who, in the
course of their engagement with HAP, utilize company-provisioned vehicles,
mobile apparatuses, or equipment equipped with geolocation tracking
functionalities shall be subject to compliance herewith.

3. Geolocation Tracking Technology
HAP implements a multifaceted geolocation tracking system, encompassing:

e Vehicular Geolocation Tracking: The deployment of GPS and
associated geolocation telemetry within corporate-owned vehicular
assets to monitor real-time locational data, trajectory analytics, and
vehicular dynamics.

e Mobile Device Geolocation Surveillance: The integration of
geolocation tracking software within enterprise-distributed mobile
apparatuses, including but not limited to smartphones, tablets, and
ancillary mobile devices, to ascertain positional data during
designated operational periods.

e Asset Geolocation Management: The incorporation of geolocation
tracking mechanisms within corporate-owned instrumentalities to
facilitate oversight and security of high-value commodities and
proprietary assets.

Primary justifications for the utilization of such technologies include:
e Optimization of logistical operations and travel efficiency
e Ensuring workforce security within operational precincts
e Augmenting emergency response efficacy
e Enforcing adherence to corporate policies and procedural mandates
e Enhancing productivity and resource allocation

4. Data Acquisition & Retention



Geolocation data shall be autonomously procured upon engagement with
geolocation-enabled enterprise assets. Such data acquisition shall
encompass:

e Locational Metrics: The real-time derivation of geospatial positioning
of enterprise-designated assets.

e Trajectory and Stoppage Analytics: The comprehensive log of route
traversal, intermediate halts, and duration of inactivity within
operational timeframes.

e Kinetic and Behavioral Data: Metrics pertaining to vehicular
acceleration, deceleration, velocity thresholds, and navigational
patterns.

e Temporal Utilization Data: Chronometric details outlining the
duration and frequency of asset engagement.

All procured geolocation data shall be stored in a secured repository and
shall be leveraged exclusively for legitimate corporate imperatives.
Surveillance shall be constrained to designated operational hours unless
exigencies necessitate otherwise, such as emergent scenarios or
pre-authorized extended duty engagements.

5. Privacy & Data Security

HAP maintains an unequivocal commitment to upholding personnel privacy
whilst effectuating geolocation surveillance. The corporation shall:

e Circumscribe geolocation tracking strictly to  work-related
engagements.

e Institute robust encryption and access-control protocols to fortify data
security.

e Prohibit extraneous surveillance beyond designated work schedules.

e Retain geolocation data strictly within the parameters delineated by
enterprise retention policies.

e Adhere to all jurisdictionally applicable privacy and data protection
statutes.

Personnel harboring reservations pertaining to geolocation surveillance are
encouraged to liaise with the Human Resources or Compliance Division.

6. Employee Obligations & Entitlements

e Entitlements: Personnel shall be apprised of the activation
parameters of geolocation tracking and the categorical nature of data
collection methodologies.

e Obligations: Personnel shall:

o Utilize enterprise assets responsibly within operational
parameters.



o Refrain from circumventing, tampering with, or deactivating
geolocation tracking mechanisms.

o Promptly report any perceived aberrations or apprehensions to
the designated corporate authority.

7. Utilization of Geolocation Data
The amassed geolocation data shall be operationalized for:

e Route & Logistical Optimization: Refinement of vehicular
deployment efficiency through trajectory analytics.

e Operational Augmentation: Strategic reduction of extraneous travel
expenditures and resource misallocations.

e Safety & Contingency Response: Expedited localization of personnel
in exigent circumstances.

e Regulatory & Compliance Verification: Validation of corporate asset
utilization in adherence to established guidelines.

Geolocation data dissemination to external entities shall be proscribed,
except in instances where mandated by statutory obligations or exigent
operational requisites.

8. Prohibited Conduct & Disciplinary Measures

Any attempt to alter, disable, or subvert geolocation tracking technologies
constitutes a breach of corporate policy and may invoke disciplinary
proceedings, including but not limited to cessation of employment. Unlawful
or unauthorized exploitation of geolocation data shall be subject to punitive
and remedial action in accordance with internal regulatory frameworks.

9. Acknowledgment & Acceptance

The utilization of enterprise-issued geolocation-enabled assets shall be
construed as tacit acknowledgment and assent to the provisions articulated
herein. Personnel are encouraged to seek clarifications regarding policy
stipulations as necessary.



